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Average time to recover
is devastating

Ransomware everywhere — 
including the backup

99% of ransomware tampers 
with security and backup 
infrastructure 

24 days is the average 
reported time to recover from 
a cyberattack

Breaches are 
becoming the norm

66% of organizations surveyed 
were breached in 20231

Sources: Microsoft. Sophos. Coveware. © Commvault 2024 2



Identify targets 
on AD

Imagine you as a skillful hacker

Lateral 
movement to 
find the right 

users

Map critical 
users to critical 

Apps

Privilege 
escalation 

LOGIN 
SILENTLY

You never hack in, you LOGIN



INTRODUCTION

Data recovery is 
only half the battle.

Dwell 
Time

212 Days

Identify & 
Invoke IR Plan

15+ Hours 14+ Days 

Encryption 
Event

Data 
Recovery

7+ Days

24
days
average time 
to recover

Rebuild of Hybrid
Apps & Infrastructure

Forensic 
Analysis

2+ Days



RECOVERY READINESS: A SECURITY IMPERATIVE

NIST 2.0 Cyber Security Framework

Identify Protect Detect Respond Recovery

CISOs are shifting right 

© Commvault 2024

organizations experienced 
an Active Directory attack 
in the last two years

1. EMA Research Reort – The Rise of Active Directory Exploits
2. CrowdStrike 2024 Global Threat Report
3. 2023 Thales Cloud Security Study 

YOY increase in cloud 
attacks

businesses rank SaaS 
applications as the leading 
cyberattack target



Disaster Recovery is NOT Cyber Recovery

Backup & Recovery Disaster Recovery Cyber Recovery
Scope Individual components Entire systems and 

infrastructure
Cyberattacks

Example Recovering deleted files, 
application crashes

Server room fire, flood Data breach, malware 
infection, ransomware attack

Goals Minimize downtime, resume 
normal operations

Business continuity, protect 
critical data

Minimize cyberattack damage 
and downtime, reliable and 
clean recovery

Methods Granular backups, point-in-
time recovery

Full system backups, off-site 
replication

SIEM, cyber recovery plan, 
anomaly detection, air gap, 
isolated recovery environment 
(IRE)



Cyber Vault IREOperational Recovery DR RecoveryClients
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“Airgap”

Compliance Lock, De-dupe, 
Encryption

1 2 3

Data Isolation Flow

IRE – Isolated 
Recovery 

Environment

Devices Database

Containers

VMs

Applications

Command Center

Indexing & metadata

Primary Copy Secondary Copy
Compliance Lock, De-dupe, 

Encryption

Vault Copy

AUX Copy

Immutable 
Storage

Immutable 
Storage

Immutable 
Storage

Compliance Lock, De-
dupe, Encryption



• Windows, Linux or Mac
• Endpoints
• Databases
• Backup Servers
• Virtual Machines
• Point of Sale
• Smart Lights
• PACS
• SCADA
• ATM
• SWIFT
• SAP
• PLC
• MRI
• CT
• Switches
• PBX
• Printers
• Cameras

Modern Cyber Deception

Air Gapped Storage

Cyber Resilience Platform
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Risk Analysis

AirGap 
Protect™ STaaSVault

Secure Immutable Storage

Immutable 
Storage

Security Ecosystem

ü Webhook’s ü Syslog ü APIü  Automation

MFA     |     MPA     |      SAML     |      PAM     |      RBAC

Commvault Zero-Trust Architecture

Threat Indicator Detection (IoC’s) AI ThreatScan
Pre-backup Detection In-line Backup Post “Threat Scan”

ü Live File Activity
ü Canary Files

ü Agentless VM CMDR
ü Extension change
ü MIME Type Mismatch
ü File Entropy

ü View Corrupt versions
ü Quarantine Versions
ü Signature Based Scan
ü AI Zero Day Scan

“Airgap”

Immutable 
Storage

DC to DC Replication
WORM, De-dupe, Encryption

1 2 3

Cloud Rebuild as Code

Cleanroom Recovery 
Testing in Azure

Quarantine 
& Clean

ü Deception Lures
ü Threat Sensors

ü Identify Data Owners | 
Access | Permissions

ü Sensitive Data Discovery 
& remediation

Production Assets

• File Servers
• Endpoints

• VMs • Database

• Email
• Files

• Cloud storage

newnew
new

new

new

Rebuild your 
Public Cloud.

SaaS OR On-
Premises 

Mgmt.

SaaS OR 
On-Premises 

Mgmt.

• DNS
• ENCRYPTION / CERTS
• APPLICATION IMAGES
• DATA FROM STORAGE / BACKUP
• CLOUD SQL / EFS / AURORA
• VM / NETWORK / CONFIGURATION
• NETWORK / APP LOAD BALANCERS
• VPC / SECURITY GROUPS / GATEWAYS

Cloud SaaS or  On-Premises Mgmt.

SaaS

SaaS

SaaS

Automated Mgmt. & 
Access Nodes 

deployment 
read only mode



INTRODUCTION

Commvault delivers 
2.3x faster cyber recovery.

Dwell 
Time

212 Days

Identify & 
Invoke IR Plan

15+ Hours 14+ Days 

Encryption 
Event

Data 
Recovery

3+ Days

Rebuild of Hybrid
Apps & Infrastructure

Forensic 
Analysis

2+ Days

Accelerating recovery 
with improved 

readiness, anomaly and 
threat detection, and 
Cleanroom Recovery



INTRODUCTION

Commvault delivers 
4.7x faster rebuild.

Dwell 
Time

212 Days

Identify & 
Invoke IR Plan

15+ Hours 3+ Days 

Encryption 
Event

Data 
Recovery

3+ Days

Rebuild of Hybrid
Apps & Infrastructure

Forensic 
Analysis

2+ Days

Accelerating rebuilding with 
forest-level recovery for 

Active Directory, Recovery, 
Cloud Rewind automation, 
and Cleanroom Recovery



Benefits from industry-leading application and storage support
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Virtual Infrastructure Large Files and Big Data SaaS and Cloud-NativeOS, Apps, DBs, and 
Endpoint

Storage Integration

Plus 15 other storage 
vendors and over 300 
heterogeneous storage 

arrays

More OS, hypervisors, 
databases and applications

Big data and SaaS coverage
Container workload ready

Recover
Unmatched choice of SaaS, software, or appliance 
delivery, with flexible storage options to optimize cost 
and performance

Secure
Ubiquitous recovery across all hybrid workloads –
the result is the highest level of business continuity 

across enterprise data

Defend
Real-time visibility into cyber and other risks to 
customer’s data—across production and backup 
environment



Jointly engineered support for seamless integration

Optimized for the HPE portfolio
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Storage

HPE Alletra
HPE Primera
HPE Nimble

IntelliSnap Snapshot 
Integration

HPE SimpliVity 
HPE dHCI

Virtual Server Agent
LiveSync 

Agentless 

HPE Apollo 4200
HPE Alletra 4000

HPE ProLiant DL380
HPE ProLiant DL360

Jointly certified 
reference architecture

Commercial to 
enterprise  

HPE Catalyst Integration
Zerto

Immutable backup 
across workloads

Business continuity & 
recovery for mission-

critical workloads

Hybrid Cloud
Scale Out

(HyperScale X)
Backup & 

Recovery, DR
Archive

HPE StoreEver

Send LTR data to tape for 
low TCO 

HPE GreenLake, for 
Private Cloud 

Enterprise, Edge

HPE Ezmeral
HPE GreenLake for 

Private Cloud Enterprise

From edge to cloud. The 
entire HPE Stack
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